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Reply to Office action of Aug. 9, 2004 Docket No. TUC9 19990029US 1 

Firm No. 0018.0056 

This listing of claims will replace all prior versions, and listings, of claims in the 
application: 

Listing of Claims 

1. (Currently Amended) A method for distributing computer software from a first 
computer system, comprising the first computer system performing: 

maintaining keys of all authorized users of software to be distributed: 
receiving a request for software from a second computer system; 
generating a message; 
encrypting the generated message; 

transmitting the encrypted message to the second computer system; 

receiving an encrypted response from the second computer system; 

determining whether there is one maintained key a code made available by for the second 
computer system capable of decrypting the received encrypted response; 

decrypting the encrypted response with the determined code key if there is one 
determined code key : 

processing the decrypted response to determine whether the second computer system is 
authorized to access the software , wherein the second computer system is not authorized to 
access the software if there is not one maintained key for the second computer system that is 
capable of decrypting the encrypted response : and 

permitting the second computer system access to the software after determining that the 
second computer system is authorized to access the software. 

2. (Original) The method of claim 1, wherein the software comprises software that is 
a member of a set of software types comprising computer programs, data, text, images, sound, 
and video. 

3. (Original) The method of claim 1, further comprising transmitting the software to 
the second computer system after permitting access. 



Page 2 of 19 



Serial No. 09/409,617 
Docket No. TUC919990029US1 
Firm No. 0018.0056 

4. (Previously Presented) The method of claim 1 , wherein generating the message 
further comprises generating a random component to include within the message, and wherein 
determining whether the second computer system is authorized to access the software further 
comprises: 

determining whether the decrypted response includes the generated message transmitted 
to the second computer system, wherein the second computer system is authorized to access the 
software if the decrypted response includes the generated message. 

5. (Previously Presented) The method of claim 4, wherein the random component is 
comprised of a time stamp. 

6. (Previously Presented) The method of claim 4, wherein the time stamp is inserted 
at an offset into the message. 

7. (Original) The method of claim 1, wherein the software comprises a computer 
program, further comprising automatically causing the installation of the computer software on 
the second computer system when the computer software is transmitted to the second computer 
system. 

8. (Original) The method of claim 1, wherein processing the encrypted response 
further comprises determining whether a message included in the encrypted response matches the 
generated message, wherein the second computer is authorized to access the software if the 
message included in the encrypted response matches the generated message. 

9. (Currently Amended) The method of claim 8, wherein encrypting the message 
comprises encrypting the message with a private key of the first computer system that is the only 
key capable of being decrypted by a public key associated with the first computer system, 
wherein the second computer system maintains the public key that is capable of decrypting 
messages encrypted with the first computer system's private key, wherein the encrypted response 
received from the second computer system is encrypted with the second computer system's 
private key, wherein the maintained keys comprise public keys from the authorized users. 
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wherein processing the encrypted response further comprises decrypting the encrypted response 
with one of the maintained [[the]] public rFkeyll keys of the second c o m p uter system, and 
wherein the code made available by the second c o mputer system that is capable of decrypting the 
received e nerypted response com p rises the public key associated with the second c o mputer 
system . 

10. (Original) The method of claim 1, wherein the generated message includes a 
random component and a request for configuration data from the second computer system, 
wherein processing the encrypted response comprises determining whether the response includes 
configuration data for a system that is authorized to access the computer software. 

11. (Currently Amended) The method of claim 10, wherein the generated message is 
encrypted with a private key of the first computer system, wherein the first computer system 
maintains a private key that is the only key capable of being decrypted by a public key associated 
with the first computer system, and wherein the encrypted response is encrypted with a private 
key of the second computer system, wherein the maintained keys comprise first computer system 
maintains a public key keys from authorized users associated with the second computer system 
that is the only key capable of decrypting th e encrypted message, and wherein the code made 
available by the sec o nd c o m p uter system that is capable o f decry p ting the received encrypted 
response c o mprises the public key associated wi t h the second computer system . 

12. (Currently Amended) A method for accessing computer software from a first 
computer system with a second computer system, wherein the second computer system performs: 

providing a code key to the first computer system capable of decrypting an encrypted 
response from the second computer system; 

transmitting a request for the software to the first computer system; 

receiving an encrypted message from the first computer system; 

processing the encrypted message to generate a response message; 

encrypting the response message, wherein the encrypted response message is capable of 
being decrypted by the provided code key at the first computer system; 

transmitting the encrypted response message to the first computer system; and 
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receiving access to the requested software in response to the encrypted response message. 

13. (Original) The method of claim 12, wherein the software comprises software that 
is a member of a set of software types comprising computer programs, data, text, images, sound, 
and video. 

14. (Currently Amended) The method of claim 12, wherein the received encrypted 
message is encrypted with a private key of the first computer system that is the only key capable 
of being decrypted by a public key associated with the first computer system, further comprising; 

decrypting the received encrypted message with the public key associated with the first 
computer system that is the only key capable of decrypting messages encrypted with the first 
computer system's private key; 

encrypting the decrypted message with the second computer system's private key; and 
transmitting the message encrypted with the second computer system's private key to the 
first computer system, wherein the code key made available by the second computer system that 
is capable of decrypting the received encrypted response comprises the public key associated 
with the second computer system. 

15. (Original) The method of claim 12, wherein the received encrypted message 
includes a random component and a request for configuration data from the second computer 
system, further comprising adding configuration data for the second computer system to the 
decrypted message before encrypting the message with the second computer system's private 
key. 

16. (Currently Amended) A system for distributing computer software from a first 
computer system to a second computer system, wherein the first computer (comprises): 

maintaining keys of all authorized users of software to be distributed; 
means for receiving a request for software from the second computer system; 
means for generating a message; 
means for encrypting the generated message; 

means for transmitting the encrypted message to the second computer system; 
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means for receiving an encrypted response from the second computer system; 

means for determining whether there is one, maintained key for a uudc wade available by 
the second computer system capable of decrypting the received encrypted response; 

decrypting the encrypted response with the determined code key if there is one 
determined code key; 

means for processing the decrypted response to determine whether the second computer 
system is authorized to access the c^ftw^., whe.rp.in the second computer system is not 
authorized to access the software if there is not one maintained key for the second computer 
system that is capable of decrypting the , p.ncrvpted response; and 

means for permitting the second computer system access to the software after 
determining that the second computer system is authorized to access the software. 

17. (Original) The system of claim 16, wherein the software comprises software that 
is a member of a set of software types comprising computer programs, data, text, images, sound, 
and video. 

18. (Original) The system of claim 16, further comprising means for transmitting the 
software to the second computer system after permitting access. 

19. (Previously Presented) The system of claim 16, wherein the means for generating 
the message further comprises generating a random component to include within the message, 
and wherein the means for determining whether the second computer system is authorized to 
access the software further performs: 

determining whether the decrypted response includes the generated message transmitted 
to the second computer system, wherein the second computer system is authorized to access the 
software if the decrypted response includes the generated message.. 

20. (Original) The system of claim 16, wherein the software comprises a computer 
program, further comprising means for automatically causing the installation of the computer 
software on the second computer system when the computer software is transmitted to the second 
computer system. 
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21. (Original) The system of claim 16, wherein the means for processing the 
encrypted response further comprises determining whether a message included in the encrypted 
response matches the generated message, wherein the second computer is authorized to access 
the software if the message included in the encrypted response matches the generated message. 

22. (Currently Amended) The system of claim 21, wherein the means for encrypting 
the message comprises encrypting the message with a private key of the first computer system 
that is the only key capable of being decrypted by a public key associated with the first computer 
system, wherein the second computer system maintains the public key that is capable of 
decrypting messages encrypted with the first computer system's private key, wherein the 
encrypted response received from the second computer system is encrypted with the second 
computer system's private key, wherein the maintained keys comprise public keys from the 
authorized users, wherein the means for processing the encrypted response further comprises 
decrypting the encrypted response with one of the maintained [[the]] public [[key]] keys of the 
second compu t er sys t em, and wherein the code made available by the second computer system 
tha t is capable of decrypting the received encrypted response c o mprises the p ublic key associated 
with the second computer system . 

23. (Original) The system of claim 16, wherein the generated message includes a 
random component and a request for configuration data from the second computer system, 
wherein processing the encrypted response comprises determining whether the response includes 
configuration data for a system that is authorized to access the computer software. 

24. (Currently Amended) The system of claim 23, wherein the generated message is 
encrypted with a private key of the first computer system, wherein the first computer system 
maintains a private key that is the only key capable of being decrypted by a public key associated 
with the first computer system, and wherein the encrypted response is encrypted with a private 
key of the second computer system, wherein the maintained keys comprise first computer system 
maintains a public key keys from authorized users associa t ed with the sec o nd computer system 
that is the o nly key capable of decrypting t he encrypted message, and wherein the code made 
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available by the sec o nd c o m p uter system tha t is capable o f decry p ting the received encrypted 
respons e c o mprises the public key associated with the second computer system . 

25. (Currently Amended) A system for accessing computer software from a first 
computer system with a second computer system, wherein the second computer system 
comprises: 

means for providing a code key to the first computer system capable of decrypting an 
encrypted response from the second computer system; 

means for transmitting a request for the software to the first computer system; 

means for receiving an encrypted message from the first computer system; 

means for processing the encrypted message to generate a response message; 

means for encrypting the response message, wherein the encrypted response message is 
capable of being decrypted by the provided code key at the first computer system; 

means for transmitting the encrypted response message to the first computer system; and 

means for receiving access to the requested software in response to the encrypted 
response message. 

26. (Currently Amended) The system of claim 25, wherein the received encrypted 
message is encrypted with a private key of the first computer system that is the only key capable 
of being decrypted by a public key associated with the first computer system, further comprising; 

means for decrypting the received encrypted message with the public key associated with 
the first computer system that is the only key capable of decrypting messages encrypted with the 
first computer system's private key; 

means for encrypting the decrypted message with the second computer system's private 
key; and 

means for transmitting the message encrypted with the second computer system's private 
key to the first computer system, wherein the eode key made available by the second computer 
system that is capable of decrypting the received encrypted response comprises a public key 
associated with the second computer system. 
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27. (Currently Amended) An article of manufacture for use in distributing computer 
software from a first computer system the article of manufacture comprising computer usable 
media including at least one computer program embedded therein that causes the first computer 
system to perform: 

maintaining keys of all authorized users of software to be distributed; 2 
receiving a request for software from a second computer system; 
generating a message; 
encrypting the generated message; 

transmitting the encrypted message to the second computer system; 

receiving an encrypted response from the second computer system; 

determining whether there is one maintained key a c o de made available by for the second 
computer system capable of decrypting the received encrypted response; 

decrypting the encrypted response with the determined code key if there is one 
determined code key ; 

processing the decrypted response to determine whether the second computer system is 
authorized to access the software , wherein the second computer system is not authorized to 
access the software if there is not one maintained key for the second computer system that is 
capable of decrypting the encrypted response ; and 

permitting the second computer system access to the software after determining that the 
second computer system is authorized to access the software. 

28. (Original) The article of manufacture of claim 27, wherein the software comprises 
software that is a member of a set of software types comprising computer programs, data, text, 
images, sound, and video. 

29. (Original) The article of manufacture of claim 27, further comprising transmitting 
the software to the second computer system after permitting access. 

30. (Previously Presented) The article of manufacture of claim 27, wherein generating 
the message further comprises generating a random component to include within the message, 
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and wherein determining whether the second computer system is authorized to access the 
software further comprises: 

determining whether the decrypted response includes the generated message transmitted 
to the second computer system, wherein the second computer system is authorized to access the 
software if the decrypted response includes the generated message e. 

31. (Previously Presented) The article of manufacture of claim 30, wherein the 
random component is comprised of a time stamp. 

32. (Previously Presented) The article of manufacture of claim 31, wherein the time 
stamp is inserted at an offset into the message. 

33. (Original) The article of manufacture of claim 27, wherein the software comprises 
a computer program, further comprising automatically causing the installation of the computer 
software on the second computer system when the computer software is transmitted to the second 
computer system. 

34. (Original) The article of manufacture of claim 27, wherein processing the 
encrypted response further comprises determining whether a message included in the encrypted 
response matches the generated message, wherein the second computer is authorized to access 
the software if the message included in the encrypted response matches the generated message. 

35. (Currently Amended) The article of manufacture of claim 34, wherein encrypting 
the message comprises encrypting the message with a private key of the first computer system 
that is the only key capable of being decrypted by a public key associated with the first computer 
system, wherein the second computer system maintains the public key that is capable of 
decrypting messages encrypted with the first computer system's private key, wherein the 
encrypted response received from the second computer system is encrypted with the second 
computer system's private key, wherein the maintained kevs comprise public keys from the 
authorized users, wherein processing the encrypted response further comprises decrypting the 
encrypted response with one of the maintained [[the]] public [[key]] kevs of the seiund computet 
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system, and wherein t he code made available by the second computer system that is capable o f 
decrypting the received encry p ted resp o nse comprises the public key ass o ciated with the second 
c o mputer sys t em . 

36. (Previously Presented) The article of manufacture of claim 27, wherein the 
generated message includes a random component and a request for configuration data from the 
second computer system, wherein processing the encrypted response comprises determining 
whether the response includes configuration data for a system that is authorized to access the 
computer software. 

37. (Currently Amended) The article of manufacture of claim 36, wherein the 
generated message is encrypted with a private key of the first computer system, wherein the first 
computer system maintains a private key that is the only key capable of being decrypted by a 
public key associated with the first computer system, and wherein the encrypted response is 
encrypted with a private key of the second computer system, wherein the maintained keys 
comprise first c o mputer system main t ains a public key keys from authorized users associated 
with the second computer system tha t is the only key capable of decrypting the encry pt ed 
message, and whencin the code mad e available by the sec o nd computer system that is capable of 
decrypting the received encrypted resp o nse comprises the public key associated with the second 
computer system . 

38. (Original) The article of manufacture of claim 27, the article of manufacture 
comprising at least one additional software program to cause the second computer system to 
perform: 

transmitting a request for the software to the first computer system; 
receiving an encrypted message from the first computer system; 
processing the encrypted message to generate a response message; 
transmitting the response message to the first computer system; and 
receiving access to the requested software in response to the response message. 
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39. (Currently Amended) The article of manufacture of claim 38, wherein the 
received encrypted message is encrypted with a private key of the first computer system that is 
the only key capable of being decrypted by a public key associated with the first computer 

system, further comprising; 

decrypting the received encrypted message with the public key associated with the first 
computer system that is the only key capable of decrypting messages encrypted with the first 

computer system's private key; 

encrypting the decrypted message with the second computer system's private key; and 
transmitting the message encrypted with the second computer system's private key to the 

first computer system, wherein the code key. made available by the second computer system that 

is capable of decrypting the received encrypted response comprises the public key associated 

with the second computer system. 

40. (Original) The article of manufacture of claim 38, wherein the received encrypted 
message includes a random component and a request for configuration data from the second 
computer system, further comprising adding configuration data for the second computer system 
to the decrypted message before encrypting the message with the second computer system's 
private key 
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